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This is the prompt for the CTF and all of the download links

To Start I am going to download all of these files

Using the ls command I can verify all the files are downloaded and we can begin searching for
the flag

The main file im interested in here is the encrypted Flag file which I know I can only decrypt with
the level5.py script. So for me the natural starting point is viewing this python script



For this Ill be using a program called Geany as my text editor



This is what the code looks like. Its important to always review code to understand exactly how
it works and what you can exploit. To make this easier to understand I have added comments to
all of the code.



Next lets take a look at our dictionary. We can infer from the prompt that the users password is
somewhere in this dictionary.txt so we want to setup a dictionary attack. This should be easy to
integrate with our current level5.py script





this dictionary has 65,536 different passwords in it.

I have now added the dictionary attack code and commented all of my new lines to make them
easy to understand. To sum up our dictionary attack we first start by opening the dictionary.txt
and iterating through every line. The code will test each dictionary line against the user-pw
value and pass over any incorrect passwords. When it finds the correct password it should print
the decrypted flag file. Lets run our code !

Perfect we have our flag ! And have successfully cracked the password. To know what the
password is we can add a print line to our script

This will print our password after it prints the decrypted flag



Our users password is 7e5f and this challenge is complete.


